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First Edition (May 2009)
This edition applies to Version 5, Release 1, Modification 0, of the application System PoweRep/i
Integrated Language Environment replication system for AS/400.

Trademarks and Service Marks

The company, product, and service names may be the trademarks or service marks of others.
Registered trademarks and unregistered trademarks are denoted by O and  respectively:

400 Integrated Language Environment

Application System/400 Operating System/400

AS/400 OS/400

IBM AS/400

Microsoft, MS-DOS, Windows, and Windows NT are registered trademarks of Microsoft Corporation.
UNIX is a registered trademark in the United States and other countries of X/Open Company Limited.
Other company, product and/or service names may be trademarks and/or service marks of others.

Notes:
This document is intended as a summary of PoweRep/i replication tool information for AS/4000 and
0S/4000 (product by IBM O).

General Product Information

This publication is intended to help you start PoweRep/i replication tool. General-Use of this
application allows the customer to manage the data and access the data faster. Using this product
allow to our customers be flexible then never before.

PoweRepl/i Product contents
Hot - backup replication and save
Hot - backup replication and save
Build on system remote journaling instruments
Free of DB2 iSeries application
Change proceed on record level (write, update, delete...)
Replication usage for reporting
365x7x24 non-stop process
Backup to remote localities
Replay database operation support
Object replication
IFS replication
DB reporting of changes in databases
Data queue support
Object and Data changes reporting
Replication up to 256 localities
Replication from one system to another
Powerful monitoring of exceptions and error handling

See Chapter Introduction to read more about this product.

PoweRepl/i Replication Tool - Few words
Performance balance flexibility — process application out from primary system
Remove read-only applications from primary system to backup system
Online backup (no user access limits on primary system)

Hold replication possibility
Fast access data in case of primary system down, Fast refresh actual data
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Reporting of changes to Log database with possibility of user print based on primary system
Reporting takes cpu from backup system

Multiple instances proceed parallel/serial replication

Usage PoweRep/i result data as base for any other applications

See Chapter Introduction to read more about this product.
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1.1.1  About the PoweRep/i product

The PoweRepl/i replication tool is build on the system components. This document describes the
concepts and terminology pertaining to the PoweRepl/i replication tool build for the IBMO product
0S/400®. Topics covered include the PoweRep/i product information, basic scheme of replication and
reporting, install of the free OWEREP/I trial version, maintenance of the PoweRep/i, special features of
the PoweRep/i and all necessary information about the PoweRep/i product.

The PoweRep/i product provides the high level capabilities at a much lower cost.

1.1.2 PoweRep/i - product version history

The PoweRep/i replication tool exists in following versions:
A. V5R1MO the first release of the PoweRep/i replication tool.
B. V5R2MO the latest version of PoweRep/i provides the following new features:

IFS New fully integrated Integrated File System.
New Journalling and auditing tools provided.
Full support of database replay operations.
Data queues management support.

New journal management tools included.
Powerful monitoring job.

Additional reporting information provided.

New maintenance menu provided.

Main features available from OS V5R2MO:
Full SMAPP support.
Journal management and independent disk pools.
Journal caching.

1.1.3  Who should read this document

You should read this document to get the complex information regarding the PoweRep/i replication
tool, product distributed by ASSIST related to the system journal based core components primary
used for the backup to have better control over the database and improve the flexibility with the results
of the PoweRep/i.

The PoweRepl/i replication tool is build to have the maximum information regarding the data changes
over the database with the system core commands, all optimised to the PoweRep/i the replication and
reporting manage based product build on the latest system know-how.

The PoweRepli replication tool provides the control over the database, generates the reporting from
the journal replicated data to have quality information over the changes in the database to improve
you to be the faster and flexible. This replication tool save your time and improve your business ability.

This tool completely replace the save restore activities over the database to save the time.
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1.2.1 Basic scheme of replication and reporting

This product tool PoweRep/i has been developed by Consulting and ASSIST and distributed by
ASSIST is build on latest know-how of the operational system OS/4000 owned by International
Business Machines Corporation IBMO.

Application is focused on the minimum operational system 0S/4000 V5R2M1 (Version 5, Release 2,
Modification 1). This application tool supports the previous system versions. Product PoweRep/i is
based on journal system instruments to allow our customers to be more flexible, improve the quality of
data and save the business time in short.

How is it possible ?

Product PoweRep/i is hot-backup replication and save tool. Because of this fact, our customers
doesn’t need to spend the long time to proceed the backup with save/restore technics to proceed the
data save. And, more. Our customers have the data fresh, saved with no longer delay. This property
saves time to our customers.

Product PoweRepl/i is based on the journal system instruments to guarantee the data quality.

365x7x24?
Product PoweRepl/i proceed all the changes on record level (write, update, delete...) during the whole
day, every day to manage this important part of your business.

Waiting for the backup? Why?

This application tool provides online backup. This is also one of the next big advantage for use this
PoweRep/i product. Our customers provides the business using the backup for read-only applications,
user query tasks and save the CPU and have actual fresh data successfully accessed for the whole
day such kind as for example manufacturing, data warehousing, expedition and other kind of business
processes.

Application allow to our customers to transfer selected applications to backup system (query tasks,
print layouts...). This solution allows to build the Test environment online from Production primary
system using replication data.

Product PoweRep/i manage the data reporting for the data and this reporting is generated during the
hot-backup process activated easily with the switch settings for reporting. Our customers use this
reporting to see the statistics and monitor the changes in the individual segments of their business.

PoweRep/i allows you to replicate the data up to 256 localities. Obviously, the big monitoring of
exception and error handling included in the PoweRep/i product. The processing data quality also
improve the optimized code of the application and, in this fact, this PoweRep/i product can be proceed
on the slower machine.

Product PoweRepl/i increase your performance balance flexibility — process application out from the
primary system.

You can remove read-only applications from primary system to backup system.

Product PoweRep/i provides online backup, this specifies no user access limits on the primary system.
The application tool allows the hold replication possibility.

Product PoweRep/i have fast access data in the case of primary system down, fast refresh actual
data.

Reporting of the changes to Log database with possibility of user print based on primary system also
improve your company to be more flexible and PoweRep/i reporting takes cpu from backup system
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instead of the primary. Product PoweRep/i allow to use multiple instances proceed parallel/serial
replication, local/remote exactly by the customer needs.

Usage PoweRep/i result data as base for any other applications.
Note: PoweRepl/i is free of the library list setting.

The PoweRepl/i replication tool supports the data area replication. Only what you need is to start start
journal object STRIJRNOBJ to the current journal.

The PoweRep/i replication tool also supports the commitment control. Only what you need is started
journaling over the To library ToLib (destination path for replication should be journaled).

How to try the application?
It's free for try for trial period.

How to install this product?
Read Step by Step chapter to read, how to install it by yourself standalone. It's easy.

PoweRepl/i supports the previous versions of the ope rational system.

Application is focused on the minimum operational system 0S/4000 V5R2M1 (Version 5, Release 2,
Modification 1). This application tool supports the previous system versions.

1.3 PoweRepl/i - Install the trial version

1.3.1 Install the free trial version of PoweRep/i V. 5R1MO - Step by Step

This chapter describes, how to install the PoweRep/i and how to setup your system.
You can do it by yourself. How to?

Follow the steps below how to configure the trial PoweRep/i product on your system. Transfer
downloaded save file to iSeries to your machine on the primary system.

Installation requires authorities: *ALLOBJ, *IOSYSCFG, *JOBCTL, *SAVSYS, *SPLCTL.
Settings for remote journal.

Drda 446

rmtjournal 3777

Note: The trial version does not include IFS, Object replication, Data queue management, Database
replay operation support.

Library name for installation: POWEREPI
Product name installation: 3POWREP

Primary system

Create journal receiver CRTIJRNRCV JRNRCV(JRNLIB/JRNRCV) THRESHOLD(100000)
Parameters description:

JRNRCV(JRNLIB/JRNRCYV)

Specifies the name and library of the journal receiver that is being created. This is a required
parameter.
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Specify the name of the library where the program is located.

THRESHOLD(100000)
Specifies a storage space threshold value (in KB) for the journal receiver. If the threshold value is
exceeded during journaling. threshold-value.

Specify a value ranging from 1 through 1,000,000,000 in kilobytes (KB) of storage. Each 1000 KB
specifies 1,024,000 bytes of storage space. A value less than 100,000 will automatically be reset to
100,000. When the size of the space for the journal receiver is larger than the size specified by this
value, a message is sent to the identified message queue if appropriate, and journaling continues.
Recommended setting minimum size of threshold is 100,000 kB. If you specify a value less than
100,000, the value will automatically be reset to 100,000. Otherwise, you may see the threshold
exceeded message too frequently. Also, if the threshold value is too small, the threshold exceeded
message may occur when the journal receiver is attached to a journal either with the Create Journal
(CRTJRN) command or the Change Journal (CHGJRN) command.

Create journal
CRTJRN JRN(IJRNLIB/JRN) JRNRCV(JRNLIB/JJRNRCV) MNGRCV (*SYSTEM)
Parameter description:

JRN(JRNLIB/JRN)
Specifies the qualified name of the journal to be created. This is a required parameter.

Library: Specify the library where the journal is to be created.

JRNRCV(JRNLIB/JRNRCYV)
Specifies the journal receiver to be attached to the specified journal. This is a required parameter.

MNGRCV(*SYSTEM)
Specifies how the changing of journal receivers (detaching the currently attached journal receiver and
attaching a new journal receiver) is managed. *SYSTEM is recommended.

Note: Create journal command — parameters CRTJRN — change CHGJRN + receiver *GEN

Receiver size options..... *"MAXOPT3
Fixed length data....... *JOB *USR *PGM *PGMLIB *SYSSEQ *RMTADR *THD *LUW *XID

Add files to be journaled

STRJIRNPF FILE(FILELIB/FILE) JRN(JRNLIB/JRN) IMAGES(*BOTH)
Parameter description:

FILE(FILELIB/FILE)
Specifies a maximum of 50 physical files whose changes are written to the journal. Library name
specifies the name of the library to be searched.

JRN(JRNLIB/JRN)
Specifies the journal that will receive the file change journal entries. This is a required parameter. It
specifies the same name of the created journal (see previous CRTJRN system command).

IMAGES(*BOTH)

Its required to set *BOTH in this parameter. Specifies the kinds of record images to be written to the
journal for changes to records in the file. It's required to set *BOTH for the PoweRep/i replication tool.
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Note: The triggers over the data files will be automatically closed by the PoweRepl/i in the destination
To Library.

Start journal over the file
STRJIRNPF(*FILE)

Start journal over the object
STRIRNOBJ(*DTAARA *DTAQ)

Start journal (including the database replay operations)
STRJIRNAP

Start journaling via IFS
STRJRN

Start journal library (from version V6R1MO)
STRJRNLIB

Set TCP/IP communication — set host table for remot e replication

Set TCP/IP communication on the BACKUP machine for the remote replication. Please, be carefull to
set TCP/IP on the both machines, primary and backup system. Ping should work for the network
components of port filtering.

Work with Relational Database Directory Entries
WRKRDBDIRE Work with RDB Directory Entry: add system — note: be sure to proceed this command
the both machines.

Add RDB Directory Entry

ADDRDBDIRE RDB(BACKUP) RMTLOCNAME(BACKUP *IP) PORT( *DRDA)
Parameters description:

RDB(BACKUP)

Specifies the relational database name information. Note: Valid relational database names and aliases
must begin with a letter and consist of uppercase A-Z, 0-9, and underscore. Specifies the relational
database name as identified on the remote location. You can specify a maximum of 18 characters for
the name. MVS relational databases allow a maximum of 16 characters.

RMTLOCNAME(BACKUP *IP)
Specifies the remote location name of the system on which the RDB is located. This is a required
parameter. *IP Specifies the remote location name of the system on which the RDB is located.

PORT(*DRDA), remote journal port 3777

Specifies the TCP/IP port that is used at the remote location to communicate with the system on which
the RDB is located. This parameter will be ignored if *IP is not specified in the RMTLOCNAME
parameter.

*DRDA The DRDA well-known port of 446 will be used.

Add remote journal

ADDRMTJRN RDB(BACKUP) SRCIRN(JRNLIB/JRN) TGTIRN(*SR CJRN)
RMTRCVLIB(*SRCRCVLIB) RMTIJRNTYPE(*TYPE1) DLTRCV(*NO )
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Parameters description:

RDB(BACKUP)

Specifies the name of the relational database directory entry that contains the remote location name of
the target system. This name should match the name of the *LOCAL relational database directory
entry on the target system. Specify a maximum of 18 characters for the name of the relational
database directory entry. This is a required parameter.

SRCJIRN(JIRNLIB/IRN)

Specifies the name of the journal on the source system to which the remote journal is being added,
and the library where it resides. The journal on the source system may be either a local journal or
another remote journal. Specify the source journal to which the target journal is being added. This is a
required parameter.

TGTJIRN(*SRCJRN)

Specifies the name of the remote journal on the target system. *SRCJRN The target journal name is
exactly the same as the source journal name. Library-name/target-journal-name Specify the target
journal that is being added as a remote journal to the source journal.

RMTRCVLIB(*SRCRCVLIB)

Specifies the name of the library for the remote journal receivers on the target system that will be
associated with this remote journal. *SRCRCVLIB The journal receivers are created on the target
system in the same library as they exist on the source system.

RMTJIRNTYPE(*TYPEL)
Specifies the type of remote journal on the target system. The remote journal type influences the
redirection capabilities, journal receiver restore operations, and remote journal association
characteristics. See the Journal Management information in the iSeries Information. *TYPE1 specifies
remote journal is added.

DLTRCV(*NO)

Specifies whether the system deletes the target journal receivers when they are no longer needed or
keeps them on the target system for the user to delete after they have been detached by the target
system. This value is only set for a journal that is created on the target system.

Activate remote journal

CHGRMTJRN RDB(BACKUP) SRCJIRN(JRNLIB/JRN) TGTIRN(*SR CJRN)
JRNSTATE(*ACTIVE) DELIVERY (*ASYNC)

Parameters description:

RDB(BACKUP)

Specifies the name of the relational database directory entry that contains the remote location name of
the target system. This name should match the name of the *LOCAL relational database directory
entry on the target system. Specify a maximum of 18 characters for the name of the relational
database directory entry. This is a required parameter.

SRCJIRN(JRNLIB/IRN)

Specifies the name of the source journal that is associated with the remote journal that is being
changed, and the library in which it resides. This is a required parameter. Library nhame specifies the
name of the library in which the journal resides.

TGTIRN(*SRCJIRN)

Specifies the remote journal on the target system that is being changed. *SRCJRN The target journal
name is exactly the same as the source journal name.
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JRNSTATE(*ACTIVE)
Specifies whether the remote journal is ready to receive journal entries from a source journal.
*ACTIVE The remote journal is ready to receive journal entries from a source journal.

DELIVERY(*ASYNC)

Specifies whether journal entries are replicated synchronously or asynchronously when the remote
journal is activated.

Note: This parameter is only valid when JRNSTATE(*ACTIVE) is specified.

We recommend the asynchronal journal settings.

PoweRepl/i - installation
Backup system

Save restore DB library with the same structure already running journal replication — noticed in journal
entry save for start of replication. This step is required before the first run the PoweRep/i replication
tool. Create save file in library CRTSAVF MYLIB/MYSAVF

MYLIB
Specifies the library name of the save file to be created.

MYSAVF
Specifies the save file name to be created.

FTP copy savf bin PC->iSeries
Copy the save file in binary mode to iSeries machine.

Restore License Program

RSTLICPGM LICPGM(3REP400) DEV(*SAVF) SAVF(POWEREPI)
Specifies the seven-character identifier of the licensed program that is restored.

DEV(*SAVF)

Specifies the name of the device used for the restore of the licensed program. The device hame must
already be known on the system by a device description. If multiple devices are specified, they must
have compatible media formats.

OPTION(*BASE)

Specifies which one of the optional parts of the licensed program given in the Product prompt
(LICPGM parameter) is to be restored. *BASE Only the base part of the licensed program is to be
restored.

SAVF(MYLIB/MYSAVF)
Specifies the qualified name of the save file containing the product.

The PoweRepl/i replication tool also supports the commitment control. Only what is required to enable
that is to start journaling over the to library ToLib (destination path for replication should be journaled).

The PoweRepl/i replication tool supports the data area replication. Only what you need is to start start
journal object STRIJRNOBJ to the current journal.

1.3.2 PoweRepl/iinstallation — The basic informatio  n

The PoweRep/i replication tool is installed to the library POWEREPI as the product 3POWREP.
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Start journal over the file
STRJIRNPF(*FILE)

Start journal over the object
STRIRNOBJ(*DTAARA *DTAQ)

Start journal access path
STRIRNAP

Start journaling via IFS
STRJIRN

Start journal library (from V6R1MO)
STRJRNLIB

1.4 Start PoweRepl/i
1.4.1 How to start the application

Start the PoweRep/i - start the journal receiver PoweRep/i command.

STRIRNRCV
Specifies the name of the PoweRep/i command to be started on the system.

STRJRNRCYV will start the PoweRep/i product.

Recommended is to create your own subsystem and job queue. Note: Important parameter for start
the replication tool: parameter Leave replication should be set to 1.
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1.5 PoweRepl/i - Replay database operations

The PoweRep/i product includes the full support for replay database operations.
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1.6 PoweRep/i - Audit journal features
1.6.1 Audit journal feature - settings

The PoweRep/i product includes the audit journal replication. This chapter describes how to set audit
journal settings and authority needed for it.

Audit journal is marked with SYS*.
All the necessary information are included by WRKSYSVAL.

Audit control:
QAUDCTL *SEC Auditing control - start the audit journaling

This system value contains the on and off switches for object and user action auditing. This system
value activates auditing on the system that is selected by the Change Object Auditing (CHGOBJAUD)
and Change User Auditing (CHGUSRAUD) commands and the QAUDLVL and QAUDLVL2 system
values.

A change to this system value takes effect immediately for all jobs running on the system. The shipped
value is *NONE.

To turn auditing on, specify either *OBJAUD or *AUDLVL. If auditing is active, specify *NONE to turn
auditing off.

*NONE specifies no security auditing is done on the system. This is the shipped value.

*OBJAUD specifies actions against objects that have an object audit value other
than *NONE will be audited. An object's audit value is set through the Change Audit (CHGAUD)
command or the Change Object Audit (CHGOBJAUD) command.

*AUDLVL specifies the actions specified in the QAUDLVL and QAUDLVL2 system values will be
logged to the security journal. Also actions specified by a user profile's action auditing values will be
audited. A user profile's action auditing values are set through the AUDLVL parameter on the Change
User Audit (CHGUSRAUD) command.

*NOQTEMP specifies No auditing of most objects in QTEMP is done. You must specify *NOQTEMP
with either *OBJAUD or *AUDLVL. You can not specify *NOQTEMP by itself.

Note:
The QAUDJRN journal must exist in library QSYS in order to change this system value to a value
other than *NONE.

The QAUDJRN journal cannot be deleted or moved from the QSYS library until this system value is
changed to *NONE.

Note: You must have *AUDIT special authority to change this system value.

Security auditing level:
QAUDLVL *SEC Security auditing level - specifies levels of the audit journaling
QAUDLVL2 *SEC  Security auditing level extension - QAUDLVL specifies next

Controls the level of action auditing on the system. If the QAUDLVL system value contains the value
*AUDLVL2, then the values in the QAUDLVL?2 system value will also be used. If the QAUDLVL system
value does not contain the value *AUDLVL?2, then the values in the QAUDLVL2 system value will be
ignored.
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A change to this system value takes effect immediately for all jobs running on the system.
The shipped value is *NONE.

Auditing options
Either specify *NONE or any combination of the other values.

*NONE specifies no security action auditing will occur on the system. This is the shipped value.

*AUDLVL2
Both QAUDLVL and QAUDLVL?2 system values will be used to determine the security actions to be
audited.

Note:

If you wish to use the QAUDLVL2 system value exclusively, set the QAUDLVL system value to
*AUDLVL2 and add your auditing values to the QAUDLVL2 system value. If you wish to use both
system values you can set your values in the QAUDLVL system value along with the *AUDLVL2
value, then add any additional values to the QAUDLVL2 system value.

*AUTFAIL

Authorization failures are audited. The following are some examples:
All access failures (sign-on, authorization, job submission)
Incorrect password or user ID entered from a device

*CREATE
All object creations are audited. Objects created into library QTEMP are not audited. The following are
some examples:

Newly-created objects

Objects created to replace an existing object

*DELETE
All deletions of external objects on the system are audited. Objects deleted from library QTEMP are
not audited.

*JOBDTA
Actions that affect a job are audited. The following are some examples:
Job start and stop data
Hold, release, stop, continue, change, disconnect, end, end abnormal, PSR-attached to
prestart job entries
Changing a thread's active user profile or group profiles

*NETBAS
Network base functions are audited. The following are some examples:
IP rules actions
Sockets connections
APPN Directory search filter
APPN end point filter

*NETCLU
Cluster or cluster resource group operations are audited. The following are some examples:
- Add, create, and delete
Distribution
End
Fail over
List information
Removal
Start
Switch
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Update attributes

*NETCMN
Networking and communications functions are audited. The following are some examples:
Network base functions (See *NETBAS)
Cluster or cluster resource group operations (See *NETCLU)
Network failures (See *NETFAIL)
Sockets functions (See *NETSCK)

Note: *NETCMN is composed of several values to allow you to better customize your auditing. If you
specify all of the values, you will get the same auditing as if you specified

*NETCMN
The following values make up *NETCMN.
*NETBAS
*NETCLU
*NETFAIL
*NETSCK

*NETFAIL
Network failures are audited. The following are some examples:
Socket port not available

*NETSCK
Sockets tasks are audited. The following are some examples:
- Accept
Connect
DHCP address assigned
DHCP address not assigned
Filtered mail
Reject mail

*OBIMGT

Generic object tasks are audited. The following are some examples:
Moves of objects
Renames of objects

*OFCSRV

OfficeVision for AS/400 are audited. The following are some examples:
Changes to the system distribution directory
Tasks involving electronic mail

*OPTICAL
All optical functions are audited. The following are some examples:
- Add or remove optical cartridge
Change the authorization list used to secure an optical
volume
Open optical file or directory
Create or delete optical directory
Change or retrieve optical directory attributes
Copy, move, or rename optical file
Copy optical directory
Back up optical volume
Initialize or rename optical volume
Convert backup optical volume to a primary volume
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Save or release held optical file
Absolute read of an optical volume

*PGMADP
Adopting authority from a program owner is audited.

*PGMFAIL

Program failures are audited. The following are some examples:
Blocked instruction
Validation value failure
Domain violation

*PRTDTA

Printing functions are audited. The following are some examples:
Printing a spooled file
Printing with parameter SPOOL(*NO)

*SAVRST
Save and restore information is audited. The following are some examples:
- When programs that adopt their owner's user profile are restored
When job descriptions that contain user names are restored
When ownership and authority information changes for objects that are restored
When the authority for user profiles is restored
When a system state program is restored
When a system command is restored
When an object is restored

*SECCFG
Secunty configuration is audited. The following are some examples:
Create, change, delete, and restore operations of user profiles
Changes to programs (CHGPGM) that will now adopt the owner's profile
Changes to system values, environment variables and network attributes
Changes to subsystem routing
When the QSECOFR password is reset to the shipped value from DST
When the password for the service tools security officer user ID is requested to be defaulted.
Changes to the auditing attribute of an object

*SECDIRSRYV
Changes or updates when doing directory service functions are audited. The following are some
examples:
- Audit change
Successful bind
Authority change
Password change
Ownership change
Successful unbind

*SECIPC

Changes to interprocess communications are audited. The following are some examples:
Ownership or authority of an IPC object changed
Create, delete or get of an IPC object
Shared memory attach

*SECNAS
Network authentication service actions are audited. The following are some examples:
Service ticket valid
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Service principals do not match

Client principals do not match

Ticket IP address mismatch

Decryption of the ticket failed

Decryption of the authenticator failed

Realm is not within client and local realms

Ticket is a replay attempt

Ticket not yet valid

Remote or local IP address mismatch

Decrypt of KRB_AP_PRIV or KRB_AP_SAFE checksum error

KRB_AP_PRIV or KRB_AP_SAFE - timestamp error, replay error, sequence order error
GSS accept - expired credentials, checksum error, channel bindings

GSS unwrap or GSS verify - expired context, decrypt/decode, checksum error, sequence error

*SECRUN

Security run time functions are audited. The following are some examples:
Changes to object ownership
Changes to authorization list or object authority
Changes to the primary group of an object

*SECSCKD

Socket descriptors are audited. The following are some examples:
A socket descriptor was given to another job
Receive descriptor
Unable to use descriptor

*SECURITY
All security-related functions are audited.
- Security configuration (find *SECCFG for more information)
Changes or updates when doing directory service functions (find *SECDIRSRV for more
information)
Changes to interprocess communications (find *SECIPC for more information)
Network authentication service actions (find *SECNAS for more information)
Security run time functions (find *SECRUN for more information)
Socket descriptor (find *SECSCKD for more information)
Use of verification functions (find *SECVFY for more information)
Changes to validation list objects (find *SECVLDL for more information)

Note: *SECURITY is composed of several values to allow you to better customize your auditing. If you
specify all of the values, you will get the same auditing as if you specified *SECURITY. The following
values make up *SECURITY.
- *SECCFG

*SECDIRSRV

*SECIPC

*SECNAS

*SECRUN

*SECSCKD

*SECVFY

*SECVLDL

*SECVFY

Use of verification functions is audited. The following are some examples:
A target user profile was changed during a pass-through session
A profile handle was generated
All profile tokens were invalidated
Maximum number of profile tokens has been generated
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A profile token has been generated

All profile tokens for a user have been removed

User profile authenticated

An office user started or ended work on behalf of another user

*SECVLDL

Changes to validation list objects are audited. The following are some examples:
Add, change, remove of a validation list entry
Find of a validation list entry
Successful and unsuccessful verify of a validation list entry

*SERVICE
For a list of all the service commands and API calls that are audited, read the IBM OS/400 Security
Reference publication for more information.

*SPLFDTA

Spooled file functions are audited. The following are some examples:
Create, delete, display, copy, hold, and release a spooled file
Get data from a spooled file (QSPGETSP)
Change spooled file attributes (CHGSPLFA command)

*SYSMGT
System management tasks are audited. The following are some examples:
- Hierarchical file system registration
Changes for Operational Assistant functions
Changes to the system reply list
Changes to the DRDA relational database directory
Network file operations

Note: You must have *AUDIT special authority to change this system value.

The PoweRep/i product fully supports data queue management.

This version supports object replication such as alert table management, binding directory
management, class management, command management, CRQ Change request description
management, comm side information management, forms control table management, font resource
management, font table management, form definition management, job description management, job
gueue management, journal management, journal receiver management, menu management, module
management, program management, message file management, message queue management, out
gueue management, overlay management, query management, subsystem description management,
sql package management, service program management, user space management, WSCST
workstation customizing object management and data area management.
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1.8 PoweRep/i - Source replication

The PoweRep/i product fully suports source replication.
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1.9 PoweRepl/i - IFS replication
1.9.1 Newly provided Integrated File System

The PoweRep/i product fully supports the replication of the integrated file system.

The integrated file system is a part of OS/400 that supports stream input / output and storage
management similar to personal computer and UNIX operating systems, while providing an integrating
structure over all information stored in the AS/400.

This feature allows to our business partners to have possibility to replicate IFS. The integrated file
system enhances the already extensive data management capabilities of OS/400 with additional
capabilities to better support emerging and future forms of information processing, such as
client/server, open systems, and multimedia. Following are some of the benefits that are provided by
the integrated file system.

Provides fast access to OS/400 data especially for applications such as Client Access that uses the
0S/400 file server. Allows more efficient handling of the increasingly important types of stream data
such as images, audio, and video. Provides a file system and directory base for supporting UNIX-
based open system standards such as POSIX and XPG. This file and directory structure also provides
a familiar environment for users of PC operating systems such as Disk Operating System (DOS), IBM
Operating System/2 (0S/2), and Windows.

Allows file support with unique capabilities (such as record-oriented database files, UNIX-based
stream files, and file serving) to be handled as separate file systems, while allowing them all to be
managed through a common interface.

Allows PC users to take better advantage of their graphical user interface. For example, OS/2 users
can use the OS/2 graphical tools to operate on AS/400 stream files and other objects in the same way
they operate on files stored on their PCs.

Provides continuity of object names and associated object information across national languages. This
support ensures that individual characters remain the same when switching from the code page of one
language to the code page of another language.

The integrated file system provides support for storing and operating on information in the form of
stream files. A stream file is simply a file that contains a continuous stream of data. Documents that
are stored in AS/400 folders are stream files. Other examples of stream files are PC files and the files
in UNIX systems. An integrated file system stream file is a system object that has an object type of
*STMF.

1.9.2 PoweRep/i — The Integrated File System

The integrated file system does indeed treat the library support and folders support as separate file
systems. Other types of file management support that have differing capabilities are also treated as
separate file systems. The file systems are:

“root” The / file system. This file system takes full advantage of the stream file support and
hierarchical directory structure of the integrated file system. The root file system has the
characteristics of the Disk Operating System (DOS) and OS/2 file systems.

QOpenSys

The open systems file system. This file system is compatible with UNIX-based open system
standards, such as POSIX and XPG. Like the root file system, this file system takes advantage of the
stream file and directory support that is provided by the integrated file system. In addition, it supports
case-sensitive object names.
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QSYS.LIB
The library file system. This file system supports the AS/400 library structure. This file system provides
access to database files and all of the other AS/400 object types that the library support manages.

QDLS
The document library services file system. This file system supports the folders structure. It provides
access to documents and folders.

QLANSrv

The OS/2 Warp Server for AS/400 file system. This file system provides access to the same
directories and files that are accessible through the OS/2 Warp Server for AS/400 licensed program. It
allows users of the OS/400 file server and AS/400 applications to use the same data as OS/2 Warp
Server for AS/400 clients.

QOPT

The QOPT file system. This file system provides access to stream data that is stored on optical media.

QFileSvr.400
The QFileSvr.400 file system. This file system provides access to other file systems that reside on
remote AS/400 systems.

UDFS
The user-defined file system. This file system resides on the Auxiliary Storage Pool (ASP) of the user’s
choice. The user creates and manages this file system.

NFS

The Network File System. This file system provides the user with access to data and objects that are
stored on a remote NFS server. An NFS server can export a network file system that NFS clients will
then mount dynamically.

QNetWare

The QNetWare file system. This file system provides access to local or remote data and objects that
are stored on a server that runs Novell NetWare 3.12 or 4.10. A user can dynamically mount NetWare
file systems over existing local file systems.

QNTC

The Windows NT Server file system. This file system provides access to data and objects that are
stored on a server running Windows NT 4.0 or higher. It allows AS/400 applications to use the same
data as Windows NT clients. This includes access to the data on a Windows NT Server that is running
on an Integrated PC Server.

The file server I/O processor is hardware used by LAN Server.
When accessed through the OS/400 file server.
When accessed through a LAN Server client PC. Access using AS/400 APIs is comparatively
slow.

1.9.3 PoweRep/i — Transferring files

You can use the File Transfer Protocol (FTP) support to transfer files to and from any of the following
file systems:

“Root” (/) file system

Open systems file system (QOpenSys)
Library file system (QSYS.LIB)
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Document library services file system (QDLS)
Optical file system (QOPT)

0OS/2 Warp Server for AS/400 file system (QLANSTrv)
Network File System (NFS)

NetWare file system (QNetWare)

Windows NT Server file system (QNTC)

The integrated file system limits FTP support to transferring file data only. You cannot use FTP to
transfer attribute data.

QSYS.LIB file system limits FTP support to physical file members, source physical file members, and
save files. You cannot use FTP to transfer other object types, such as programs (*PGM). However,
you can save other object types to a save file, transfer the save file, and then restore the objects.

1.9.4 PoweRep/i— full support for IFS

The PoweRep/i product IFS part is build on the system API instruments, C functions, Unix type APIs
using file descriptors to provide the best results as much as possible.

The PoweRepl/i product proceed IFS objects by it's object ID such as stream files, directories, trees,
paths, links, hard and symbolic links, auditing attributes, UDFS user defined functions), RPC binder
daemon, audit values, extended attributes such as SUBJECT A brief description of the content or
purpose of the object.

TYPE
The type of data in the object. The type of data might be text, binary, source for a program, a compiled
program, or other information.

CODEPAGE
The code page to be used for the object. The code page used for the object is also used for the EA
associated with the object.

1.9.5 PoweRep/i — File descriptors

The PoweRepl/i product IFS using file descriptors. When using ILE C/400 stream I/O functions as
defined by the American National Standards Institute (ANSI) to perform operations on a file, you
identify the file through use of pointers. When using the integrated file system C functions, you identify
the file by specifying a file descriptor. A file descriptor is a positive integer that must be unique in each
job. The job uses a file descriptor to identify an open file when performing operations on the file. The
file descriptor is represented by the variable fildes in C functions that operate on the integrated file
system and by the variable descriptor in C functions that operate on sockets.

Each file descriptor refers to an open file description, which contains information such as a file offset,
status of the file, and access modes for the file. The same open file description can be referred to by
more than one file descriptor, but a file descriptor can refer to only one open file description.

1.9.6 PoweRep/i — Security in Integrated File Syste m

The PoweRep/i product is build by the rules for the Integrated File System.
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Each file system may have its own special authority requirements. NFS server jobs are the only
exception to this rule. Network File System server requests run under the profile of the user whose
user identification (UID) number was received by the NFS server at the time of the request.

Authorities on the AS/400 system are the equivalent of permissions on UNIX systems. The types of
permissions are read and write (for a file or a directory) and execute (for a file) or search (for a
directory). The permissions are indicated by a set of permission bits, which make up the “mode of
access” of the file or directory.
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1.10PoweRep/i - the powerful log information inclu  ded

PoweRepl/i includes the powerful log information to support the maximum information over the change
the database. Log is selected in types: INFO, WARNING and ERROR.

1.10.1 Log file name is RCVRMTJRNL.

Log file includes also messages regarding the license agreement, the license information, grace
period will be expired etc. to inform you, what is actually required by the application when the license
will expire.
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1.11 PoweRep/i - The intelligent messaging

PoweRepl/i includes the powerful intelligent messaging support.

The PoweRep/i product wait in delay for the programmable delay, when the record lock occurs. If the
user is locked the record, the replication tool find this user and workstation locked the record and send
him 3-times message from the replication messaging assistant before the job is ended to enable
continue the replication.
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1.12PoweRep/i - The basic required settings
1.12.1 PoweRep/i - Create instance command CRTINST

This chapter describes all the required settings should be done before the first run of the replication.

Create instance command CRTINST specifies Create PoweRep/i instance.

File Edit Wiew Communication Actions window Help

s 22| % w| % & O @O
PoweRep/i Create instance (CRTINST)

Type choices, press Enter.

value
value

value
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MEME: = = = = = @ = har value
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QTEMP Cl cte value
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DT ® D D =
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More. ..
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=Houw to use this display
F24=More keys
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Type to search =]
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Session A - [24 x 80]

File Edit Yiew Communication Actions ‘Window Help
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File Edit Yiew Communication Actions ‘Window Help
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PoweRep/i Create instance (CRTINST)
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Journaled library/directory .  JRNLIBH

Character wvalue
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+ for more values

Bottom
F3=Exit F4=Prompt FE=Refresh Fl2=Cancel F13=Houw to use this display
F24=More keys

06/043

Type lo search {w]

Instance name.

Create instance command includes the name of instance, 3 characters, The range of characters from
AAA to ZZZ. The system limit minimum is one character. Instance is one of the unique information for
one replication of the selected library. This is a required parameter.

Journal name.

Specifies the name of the journal for the journaled library, 10 characters long. Journal name speficies
the name of the journal you created for the selected library journaled via PoweRep/i. The system limit
minimum is one character for the journal name. This is a required parameter.

Journal library.
Journal library specifies the name of library to be journaled, 10 characters long. Journal library
specifies the name of the library, where the journal was created. This is a required parameter.

Journaled library.

The name of the journaled library (From library) contains the data you want to journal via PoweRepl/i,
10 characters. You can change the name of the journal library name according to the change of the
journal setting on your machine. This is a required parameter.

Replicate to library.
The name of the destination library (To library), where you want to replicate the data via PoweRep/i.
10 characters long. This is a required parameter.

Temp.files write to library.

The name of the temporary library for the generated files, 10 characters. The system limit minimum is
one character. The system could contains the files, which are not unique keyed. The PoweRep/i tool
automatically detect all these journaled files and generates automatically the unique logical files for
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each one of it. This is the property of this PoweRep/i replication tool. Unique keyed files are generated
to temporary library with the convention in the name, for example LFXXX00001, where LF specifies
unique logical file, XXX the name of the instance, 00001 specifies the unique sequence number for the
each automatically generated logical file. These files are used to perform the replication for the non-
unique files exists on the system. You can set the QTEMP. This is a required parameter.

Application delay job.

Application delay job specifies the delay in seconds, optional parameter for the PoweRep/i replication
tool, 3 characters. The range limit for application delay is from 001 to 999. This application delay hold
the job for the specified delay for each journal receiver packet of the specified size. Recommended
setting for the application delay job is 10.

Leave replication.

Leave replication specifies replicate flag, 1 character. The valid choices are 1 to run the replication, 0
set the flag to no run (for example currently running replication can be ended via this flag). This is a
required parameter.

Reporting.

As already mentioned, PoweRep/i replication tool improve also creates report, this 1 character
parameter enable or disable the reporting during the proceed the replication of changed data and
reports these changes. This optional parameter improve your control over the changes in your
business data, you can check the data, you can make the statistics easily with this replication tool.
This is a required parameter.

Application delay.

Specifies internal replication application timer for service functions. The application delay specifies the
delay in seconds for the replication tool, 3 characters. The available range is from 001 to 999.
Recommended setting for the application delay is 10 seconds.

Deletion proceed receivers.

Delete proceed journal receivers or not ? It is optional parameter to choice, if you want to delete
generated receivers or you want to keep it on the disc. The journal receivers are packets generated
during the system journal contains compressed data of selected size. Delete the receivers is useful to
save the place on your iSeries disc and this option enable you to collect this action. The replication
tool will delete the proceed journal receiver after it is proceed to replicated journal library (To library).
The recommended default setting for this value is 1 specifies delete the proceed journal receivers, 0
specifies keep the journal receivers. The compressed data are never used, when the journal receiver
is proceed. Recommended setting for the deletion proceed receivers is 1. This is a required
parameter.

File operation delay.

Optional file operation delay specifies the count for the operation delay. This parameter is used, when
the lock from the other application job or user is proceed on the updated record to succesfully proceed
the data to replication library (To library), when the lock occured, if the record is locked/hold by the
other application job. File operation delay is 3 character length parameter. The possible range is 001
to 999. Recommended setting for the file operation delay count is 3 times. It specifies, when the lock
on updated record occured, application will be after system operation delay wait still with the
application delay and 3 times will try again to access the record. The replication tool will provide 3
times the send message to the user, which application job holds the record with the information to end
the job by this user and then will automatically end this job to allow the replication tool to continue with
the replication.

Actual journal receiver name.

Specifies the actual journal receiver name, from which the application will start the replication data.
You can leave this field empty and application will be automatically search and begin to process data
from the first one.

Actual journal reclibrary name.
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Specifies the actual journal receiver library name to locate the journal receiver for the replication tool.
You can leave this field empty and application will be automatically begin to process data from the first
one.
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1.13PoweRep/i - The optimal performance

The optimal performance specifies the optimal number of the PoweRep/i product journals, instances
and it's parameters on the current hardware ratio between primary and secondary (backup) machines.

Strana 34



ASSIST
SOFTWARE SERVICES

1.14 PoweRep/i - The maintenance menu
1.14.1 PoweRep/i - The maintenance menu REP/400

PoweRep/i includes the menu PoweRep/i to support the maintenance for all the necessary setting and
display the results:

=¥ Sessian A - [24 x BO]

File Edit Miew Communication Actions ‘Window Help
| 22| | 0| &k 8 @O
REP400 PoweRep/1i

Select one of the following:

instance
nstance

instan

&G

[« ENN I8 4]

15
18.

Commands

F3=Exit Fd=Prompt F9=Retrieve F12=Cancel
F13=Information Assistant F16=System main menu

20/007

Type to search [m]
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1.14.2 PoweRepl/i - Create instance command CRTINST

Create instance command CRTINST specifies Create PoweRep/i instance. Instance for imagine is
similar to thread. Moreover it's group of the selected journaled files.

=i Session A - [24 x BO]

File Edit “iew Communication Actions ‘Window Help

42| % ] [t & 3 @@
PoweRep/i Create instance [(CRTINST)

Type choices,

Inst

Run

ibrary name
1ame

library name

More. ..
F3=Exit F4=Prompt F5=Refresh Fl2=Cancel F13=How to use this display
F24=More keys

05/037
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PoweRep/i Create instance [(CRTINST)
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Instance name.

The unique instance name for the instance to be created, 3 characters, The range of characters
should be interval from AAA to ZZZ. The system limit minimum is one character. Instance is one of the
unique information for one replication.

Run mode

P - Primary mode Audit primary mode save new object and send to backup system Run only over
local audit journal on primary system. This mode they must cooperated with audit backup instance run
over audit journal

B - Backup mode - master PowerRep/i instance ackup mode run over local or remote data or udit
journal on target system. 1.Procesed *All data journal entry on backup system from data journal
Journal codes B D E F R Q Y (*FILE, *DTAARA, *DTAQ. *STMF, *DIR). 2.Procesed object journal
entry-create, restore, move, rename, delete Journal code T Audit mode must cooperated with primary
mode.

A - Audit IFS FID mode Audit IFS FID mode run obly over audit journal This is assistant job for backup
remote IFS data replication. Link between IFS FID and Path name.

S - Send mode Run over local data journal, Send converted data over DTAQ to receive client
PoweRep/i mode Ror PoweRep/J receive client.

R - receive mode Read data and write to DB2 sendet over DTAQ from send client.

Journal name.

The name of the existing journal for the journaled library, 10 characters. Journal name speficies the
name of the journal you created for the selected library journaled via PoweRep/i. The system limit
minimum is one character for the journal name.

Journal library name.

The journal library specifies the name of the existing library to be journaled, 10 characters long.
Journal library specifies the name of the library, where the journal was created. You can change the
name of the journal library name according to the change of the journal setting on your machine.

DTAQ name 1
Send data in Send mode to receive mode or comunication dtaq between primary and backup audit
mode

DTAQ library name 1
Library contains dtaql

DTAQ name 2
Receive feetback data in Send mode from receive mode

DTAQ library name 2
Library contains dtag2

Journal receiver name.

Specifies the actual journal receiver name, from which the application will start the replication data.
You can leave this field empty and application will be automatically search and begin to process data
from the first one.

Journal reciever library

Specifies the actual journal receiver library name to locate the journal receiver for the replication tool.
You can leave this field empty and application will be automatically begin to process data from the first
one.
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Distribution queue name
In audit mode date sended over this queue. Only for audit Primary mode

Remote system name
In audit mode data send to remote system name. Only for audit mode

Remote user name
Data sendet in audit primary mode to this user and receive in backup audit mode

Temp.files write to library.
The name of the temporary library for the generated files, 10 characters. The system limit minimum is
one character. The system could contains the files, which are not unique keyed.

The PoweRepl/i tool automatically detect all these journaled files and generates automatically the
unique logical files for each one of it. This is the property of this PoweRep/i replication tool. Unique
keyed files are generated to temporary library with the convention in the name, for example
LFXXX00001, where LF specifies unique logical file, XXX specifies the name of the instance, 00001
specifies the unique sequence number for the each automatically generated logical file. These files
are used to perform the replication for the non-unique files exists on the system. Recommended
setting is QTEMP.

Application delay job.

Application delay job specifies the delay in seconds, optional parameter for the PoweRep/i replication
tool, 3 characters. The range limit for application delay is from 001 to 999. This application delay hold
the job for the specified delay for each journal receiver packet of the specified size. Recommended
setting for the application delay job is 10. You can change the delay in seconds.

Leave replication.
Leave the replication specifies replicate flag, 1 character. The valid choices are 1 to run the replication,
0 set the flag to no run (for example currently running replication can be ended via this flag).

Reporting.

As already mentioned, PoweRep/i replication tool improve also creates report, this 1 character
parameter enable or disable the reporting during the proceed the replication of changed data and
reports these changes. This optional parameter improve your control over the changes in your
business data, you can check the data, you can make the statistics easily with this replication tool.

OS save/restor version

Specifies the release of the operating system on which you intend to restore and use the object. When
specifying the target-release value, the format VXxRxMx For example, V5R3MO is version 5, release 3,
modification 0.

Application delay.
The application delay specifies the delay in seconds for the replication tool, 3 characters. The
available range is from 001 to 999. Recommended setting for the application delay is 10 seconds.

Deletion processed receivers.

Delete proceed journal receivers or not ? It is optional parameter to choice, if you want to delete
generated receivers or you want to keep it on the disc. The journal receivers are packets generated
during the system journal contains compressed data of selected size. Delete the receivers is useful to
save the place on your iSeries disc and this option enable you to collect this action. The replication
tool will delete the proceed journal receiver after it is proceed to replicated journal library (To library).
The recommended default setting for this value is 1 specifies delete the proceed journal receivers, 0
specifies keep the journal receivers. The compressed data are never used, when the journal receiver
is proceed. Recommended setting for the deletion proceed receivers is 1.

File operation delay.
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Optional file operation delay specifies the count for the operation delay. This parameter is used, when
the lock from the other application job or user is proceed on the updated record to succesfully proceed
the data to replication library (To library), when the lock occured, if the record is locked/hold by the
other application job. File operation delay is 3 character length parameter. The possible range is 001
to 999. Recommended setting for the file operation delay count is 3 times. It specifies, when the lock
on updated record occured, application will be after system operation delay wait still with the
application delay and 3 times will try again to access the record. The replication tool will provide 3
times the send message to the user, which application job holds the record with the information to end
the job by this user and then will automatically end this job to allow the replication tool to continue with
the replication.

JOB CCSID
CCSID Internal conversion CCSID Valid only from Send an Receive mode

Send data CCSID
Data sebded over DTAQ converted to send data CCSID Valid only from Send an Receive mode

Instance Description
Specifies the text that briefly describes the instance.

Journaled library/directory name.
The journal library/directory specifies the name of library to be journaled, 10 characters long. Journal
library specifies the name of the library, where the journal was created.

Object type
Object type to be replicated.

Ommit / Select flag
If this flag is "O", Ommit is applied. If this flag is "S", Select is applied.

Replicate to library/directory
Specifies the name of To library/directory. It's destination library/directory, where the PoweRepl/i
replication tool will replicate.

1.14.3 PoweRepl/i - Change instance command CHGINST

The change instance command CHGINST specifies Change PoweRep/i instance.
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Instance name.

Change instance command can be used to change the name of instance, 3 characters, The range of
characters should be interval from AAA to ZZZ. The system limit minimum is one character. Instance
is one of the unique information for one replication. The instance name can be changed only when the
application is inactive, no instance with this name is running.

Journal name.

The name of the journal for the journaled library, 10 characters. Journal name speficies the name of
the journal you created for the selected library journaled via PoweRep/i. The system limit minimum is
one character for the journal name. You can change the name of the journal name according to the
change of the journal setting on your machine. The journal name can be changed only when the
application is inactive.

Journal library name.

The journal library specifies the name of library to be journaled, 10 characters long. Journal library
specifies the name of the library, where the journal was created. You can change the name of the
journal library name according to the change of the journal setting on your machine. The journal library
name can be changed only when the application is inactive.

DTAQ name 1
Send data in Send mode to receive mode or comunication dtaq between primary and backup audit
mode

DTAQ library name 1
Library contains dtaql

DTAQ name 2
Receive feetback data in Send mode from receive mode
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DTAQ library name 2
Library contains dtaq2

Journal receiver name.

Specifies the actual journal receiver name, from which the application will start the replication data.
You can leave this field empty and application will be automatically search and begin to process data
from the first one. The actual journal receiver name can be changed only when the application is
inactive.

Journal library name.

Specifies the actual journal receiver library name to locate the journal receiver for the replication tool.
You can leave this field empty and application will be automatically begin to process data from the first
one. The actual journal receiver library name can be changed only when the application is inactive.

Distribution queue name
In audit mode date sended over this queue. Only for audit Primary mode

Remote system name
In audit mode data send to remote system name. Only for audit mode

Remote user name
Data sendet in audit primary mode to this user and receive in backup audit mode

Temp.files write to library.
The name of the temporary library for the generated files, 10 characters. The system limit minimum is
one character. The system could contain the files, which are not unique keyed.

The PoweRep/i tool automatically detects all these journaled files and generates automatically the
unique logical files for each one of it. This is the property of this PoweRep/i replication tool. Unique
keyed files are generated to temporary library with the convention in the name, for example
LFXXX00001, where LF specifies unique logical file, XXX specifies the name of the instance, 00001
specifies the unique sequence number for the each automatically generated logical file. These files
are used to perform the replication for the non-unique files exists on the system. Recommended
setting is QTEMP. You can change the name of the library, where to write the temporary generated
files. The temporary files write to library can be changed only when the application is inactive.

Application delay job.

Application delay job specifies the delay in seconds, optional parameter for the PoweRep/i replication
tool, 3 characters. The range limit for application delay is from 001 to 999. This application delay hold
the job for the specified delay for each journal receiver packet of the specified size. Recommended
setting for the application delay job is 10. You can change the delay in seconds. You can change the
name of the application delay job, where to write the temporary generated files. The application delay
can be changed when the application is active.

Leave replication.

Leave the replication specifies replicate flag, 1 character. The valid choices are 1 to run the replication,
0 set the flag to no run (for example currently running replication can be ended via this flag). Leave
replication can be changed when the application is active.

Reporting.

As already mentioned, PoweRep/i replication tool improve also creates report, this 1 character
parameter enable or disable the reporting during the proceed the replication of changed data and
reports these changes. This optional parameter improve your control over the changes in your
business data, you can check the data, you can make the statistics easily with this replication tool.
Reporting can be changed when the application is active.

OS save/restor version
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Specifies the release of the operating system on which you intend to restore and use the object. When
specifying the target-release value, the format VXRxMx For example, V5R3MO is version 5, release 3,
modification 0.

Run mode

P - Primary mode Audit primary mode save new object and send to backup system Run only over
local audit journal on primary system. This mode they must cooperated with audit backup instance run
over audit journal

B - Backup mode - master PowerRep/i instance ackup mode run over local or remote data or udit
journal on target system. 1.Procesed *All data journal entry on backup system from data journal
Journal codes B D E F R Q Y (*FILE, *DTAARA, *DTAQ. *STMF, *DIR). 2.Procesed object journal
entry-create, restore, move, rename, delete Journal code T Audit mode must cooperated with primary
mode.

A - Audit IFS FID mode Audit IFS FID mode run obly over audit journal This is assistant job for backup
remote IFS data replication. Link between IFS FID and Path name.

S - Send mode Run over local data journal, Send converted data over DTAQ to receive client
PoweRep/i mode Ror PoweRep/J receive client.

R - receive mode Read data and write to DB2 sendet over DTAQ from send client.

Application delay.

The application delay specifies the delay in seconds for the replication tool, 3 characters. The
available range is from 001 to 999. Recommended setting for the application delay is 10 seconds.
Application delay can be changed when the application is active.

Deletion processed receivers.

Delete proceed journal receivers or not? It is optional parameter to choice, if you want to delete
generated receivers or you want to keep it on the disc. The journal receivers are packets generated
during the system journal contains compressed data of selected size. Delete the receivers is useful to
save the place on your iSeries disc and this option enable you to collect this action. The replication
tool will delete the proceed journal receiver after it is proceed to replicated journal library (To library).
The recommended default setting for this value is 1 specifies delete the proceed journal receivers, 0
specifies keep the journal receivers. The compressed data are never used, when the journal receiver
is proceed. Recommended setting for the deletion proceed receivers is 1. Application delay can be
changed when the application is active.

File operation delay.

Optional file operation delay specifies the count for the operation delay. This parameter is used, when
the lock from the other application job or user is proceed on the updated record to succesfully proceed
the data to replication library (To library), when the lock occured, if the record is locked/hold by the
other application job. File operation delay is 3 character length parameter. The possible range is 001
to 999. Recommended setting for the file operation delay count is 3 times. It specifies, when the lock
on updated record occured, application will be after system operation delay wait still with the
application delay and 3 times will try again to access the record. The replication tool will provide 3
times the send message to the user, which application job holds the record with the information to end
the job by this user and then will automatically end this job to allow the replication tool to continue with
the replication. File operation delay can be changed when the application is active.

Instance status.
Specifies the status setting for the instance in the replication.
0=Do not run the replication
1=Run the replication
2=Delay the replication up to journal time (setting together with parameter time)
3=Hold the replication job
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Recommended setting is 1, i.e. run the replication.
The instance status can be changed when the application is active.

Cycle repeater.
Specifies the cycle repeat counter. This parameter specifies the counter for the file operation delay,
when the lock occured. The cycle repeat counter can be changed when the application is active.

Actual journal sequence number.

Actual journal sequence number specifies the number of the proceed journal sequence number
actually updated during the replication. Recommended is to change this parameter only if needed. The
actual journal sequence number can be changed only when the application is inactive.

JOB CCSID
CCSID Internal conversion CCSID Valid only from Send an Receive mode

Send data CCSID
Data sebded over DTAQ converted to send data CCSID Valid only from Send an Receive mode

Instance Description
Specifies the text that briefly describes the instance.

Journaled library/directory name.

The journal library/directory specifies the name of library to be journaled, 10 characters long. Journal
library specifies the name of the library, where the journal was created. You can change the name of
the journal library name according to the change of the journal setting on your machine. The journal
library name can be changed only when the application is inactive.

Object type
Object type to be replicated.

Ommit / Select flag
If this flag is "O", Ommit is applied. If this flag is "S", Select is applied.

Replicate to library/directory
Specifies the name of To library/directory. It's destination library/directory, where the PoweRepl/i
replication tool will replicate.

1.14.4 PoweRepli - List of allowed change parameter s via CHGINST

This chapter summaries the change parameters for the command CHGINST of the PoweRep/i
product.

The following list includes all command parameters for the CHGINST (change instance) allowed to be
changed during the active instance job application:

Instance status (active / inactive)

Application delay job

Leave replication

Reporting

Application delay

Deletion processed receivers

File operation delay

Cykl repeater (cykl specifies the cycle repeat counter)
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The following list includes all command parameters for the CHGINST (change instance) disallowed to
be changed during the active instance job application — allowed to be changed only when the instance
job application is inactive:

Instance name

Journal name

Journal library name

Actual journal receiver name

Actual journal reclibrary name (reclibrary specifies receiver library)
Temp.files write to library

Actual journal sequence number — it is not recommended to change this parameter.
Data queue name

Data queue library name

Distribution queue name

Remote system name

Remote user name

OS save/restor version

Run mode Primary/Backup

Journaled library/directory name.

Object type

Ommit / Select flag

Replicate to library/directory

1.14.5 PoweRep/i - Delete instance command DLTINST

The delete instance command DLTINST specifies Delete PoweRep/i instance.
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The delete instance command allows you to manage your database replication by your needs.

Note: You can delete the instance only the end application job. If the job is active, no change of the
instance is proceed.

Only the existing instance can be deleted.

Instance must be not active.
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1.14.6 PoweRep/i - Work with instance command WRKIN ST

The work with instance command WRKINST specifies the instance maintenance for the PoweRep/i
product.
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The work with instances command allows you to manage your instance replication settings includes
parameters, characteristics, display file/members, manage each individual instance, start / end each
instance, delete instances, display log, manage start / end replication, start / end reporting, deletion of
receivers, etc.

You can create the instance with pressing F6=Add new instance.
Please, read the previous chapters for detail instructions, how to work with instances, how to create,
change, delete instances.

Moreover, you can display the results for the programmable enable/disable reporting F14=Reporting,
where you can create your own task, subselect for print the task through the reporting utility of the
PoweRepl/i product.

Note: Moreover you can manage also the application delay, job delay. Recommend setting is 5 — 20
seconds.
White instance is active.

Red instance contains in error log message.
Blue instance is parallel commit temporary job.

Strana 50



[
mgm

SOFTWARE SERVICES

1.14.7 PoweRep/i — Work with structure Option 1

White color in send mode structure sended over DTAQ

Option R Send mode resend data structure and synchronize data
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1.14.8 PoweRep/i — Work with structure Option 1 1=D isplay fields

Option R mark field to replicate, valid only in Send mode
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1.14.9 PoweRep/i — 1=Display fields join + nickfiel d
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1.14.10 PoweRep/i — Display instance WRKINST Option 5
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1.14.11 PoweRep/i — Display log WRKINST option 7
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1.14.12 PoweRep/i - User exit program management WR  KINST Option U
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1.14.13 PoweRep/i -Journal entry ommit code managem  ent WRKINST optionJ
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1.14.14 PoweRep/i - start instances

The start instances command STRRCVJRN specifies the start all inactive instances in specified subsystem
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1.14.15 PoweRep/i - End jobs
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1.14.16 POWERREP!/I Clear log
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1.14.17 PoweRep/i - Display instances

The display instance command DSPINST specifies the display status and setings for the PoweRep/i
product

The PowerRepl/i Display instances display lists instances of PoweRep/i application along with their
settings and status information. Use this display to monitor PoweRep/i instances, communications and
to start or stop PoweRepl/i jobs.

Instances are ordered alphabetically and are highlighted in different colors to provide easy way to
monitor their status information in following way:

Inactive instances are not highlighted.

Active instances are highlighted in white.

Active instances with error messages are highlighted in red.

Instances highlighted in blue are waiting for commit or rollback information from the source.
These instances are created by the PoweRep/i application whenever any instance requires
separate thread to monitor commitment control situation. Naming...

You can type an option into one or more Opt. field(s) next to instance name or press function key to

perform required action. To get more information about any field on the display press Help key with
cursor on it.
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1.14.18 PoweRep/i - Display file/member structure D  SPINST Option 1
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1.14.19 PoweRep/i - display instance DSPINST option 5
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1.14.20 PoweRep/i - display log DSPINST option 7
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1.14.21 PoweRep/i — display user exit programs list ~ DSPINST option U
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1.14.22 PoweRep/i Display journal ommit codes DSPIN ST option J
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1.14.23 PoweRep/i - Journal reporting
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The journal reporting program specifies the reporting task for the PoweRep/i product. For more
information see the Chapter PoweRep/i - Reporting.
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1.14.24 PoweRep/i - Save Job scheduler
Choice: Save Job scheduler to file SAVSCDE command is provided.
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1.14.25 PoweRep/i - Restore Job scheduler
Choice: Restore Job scheduler RSTSCDE command is provided.
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1.14.26 PoweRep/i - Journal commands and Journal re  ceiver commands

Choice: Menu Journal commands is provided via CMDJRN.

Choice: Menu Journal receiver commands is provided via CMDJRNRCV.
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1.15 PoweRepl/i - The reporting
1.15.1 PoweRep/i - The advanced reporting overview  command JRNREP

This chapter describes the PoweRep/i reporting, resp. command JRNREP.

As mentioned, the reporting of the changes is optionally proceed to the database with possibility of
user print based on primary system includes the PoweRep/i command JRNREP to improve the
information regarding the replicated data.

The advantage of the PoweRep/i reporting is, that the reporting takes cpu from backup system instead
of the primary in the case of remote replication. PoweRep/i allows to use multiple instances proceed
parallel/serial replication, local/remote exactly by the customer needs, usage PoweRep/i result data as
the base for any other applications.

The reporting command JRNREP distributed in product library RCVRMTJRN (specified with the
distribution) is managed by the PoweRepl/i replication tool as the optional parameter for the instance.
The Leave reporting flag set to value ‘1’ specifies the reporting for the replication.

It's easy. Just enter JRNREP on command line:

Print file changes from date to date

File :

User :

Field :

From date: 010809 DDMMRR

To date : 250809 DDMMRR

The reporting based file JRNREP includes the following information:
- Proceed File
User proceed the data
Job name proceed the data
Job number proceed the data
Program name proceed the data
Proceed data timestamp
Field proceed the data
Field description
Additional information
The original value before the data change
New value after the change
Change data status — Insert, Change (Update), Delete
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1.16 Appendix A.
1.16.1 PoweRep/i - Local replication Example

This chapter describes the local replication example.

1. Create your own From Library includes the data to be journaled From Library

AS/400 Programming Development Manager (PDM)

1. Work with libraries
2. Work with objects
3. Work with members

9. Work with user-defined options

Information about new tools - press F1 for details

Selection or command

2. Add the data files to XPOK, for example: file FILE

AS/400 Programming Development Manager (PDM)
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3. You should create the journal receiver:
CRTJRNRCV JRNRCV(XTEST/XJRNRCV) THRESHOLD(100000)

Create Journal Receiver (CRTJRNRCV)

Journal receiver xirnrcv Name

Library xtest Name, *CURLIB

ASP number *LIBASP 1-32, *LIBASP

Journal receiver threshold... 200000 1-1000000000, *NONE
Text 'description’ *BLANK

Bottom

4. Then you should create the journal:
CRTJRN JRN(XTEST/TESTJRN) JRNRCV(XTEST/XJRNRCYV)
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Create Journal (CRTJRN)

Journal .... testirn Name

Library ... Xtest Name, *CURLIB
Journal receiver xirnrcv INEINE
Library xtest Name, *LIBL, *CURLIB

*LIBL

ASP number *LIBASP 1-32, *LIBASP

Journal message queue..... QSYSOPR Name

Library *LIBL Name, *LIBL, *CURLIB

Manage receivers *SYSTEM *USER, *SYSTEM

Delete receivers O *NO, *YES

Receiver size options..... *\MAXOPT1 *NONE, *RMVINTENT...

+ for more values

Minimize entry specific data.. *NONE__ *NONE, *FILE, *DTAARA

Journal caching *NO *NO, *YES

More...

5. Start journal over the data file. You can specify up to 50 data files to be journaled:
STRIRNPF FILE(XTEST/FILE) JRN(XTEST/TESTJRN) IMAGES(*BOTH)

Create Journal (CRTJRN)

Physical file to be journaled. FILE ___ Name

Library XTEST Name, *LIBL, *CURLIB

+ for more values

*LIBL

Journal .... testirn Name

Library ... XTEST Name, *LIBL, *CURLIB

Record images *BOTH *AFTER, *BOTH

Journal entries to be omitted. *NONE *NONE, *OPNCLO

Bottom
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6. Create your own To Library includes the data to be journaled (From Library)
CRTLIB LIB(XTEST_REP)

AS/400 Programming Development Manager (PDM)

1. Work with libraries
2. Work with objects
3. Work with members

9. Work with user-defined options

Information about new tools - press F1 for details

Selection or command

===>CRTLIB_LIB(XTEST REP

7. Add the data files to XPOK, f.e.: file FILE
CPYF FROMFILE(XXPOKI/FILE) TOFILE(XTEST/FILE) CRTFILE(*YES)

AS/400 Programming Development Manager (PDM)
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8. Append the data to the XTEST/FILE to be journaled. You can do that f.e.via upddta. Don't
remember to save the data to the file. These data are journaled. You will replicate these data
from XTEST to XTEST_REP:
upddta xtest/file

9. Create instance command CRTINST specifies Create PoweRep/i instance:
CRTINST INSTANCE(TST) JRNLIBJRN(TESTJRN) JRNLIBLIB(XTEST)
RCVPNAME(XJRNRCV) RCVPLIB(XTEST_REP) FROMLIB(XTEST) TOLIB(XTEST_REP)

TEMPPLIB(QTEMP)
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10. Start the PoweRep/i replication tool with the command from the product library installed on your machine
with the RSTLICPGM command:

STRIRNRCV
Specifies the name of the PoweRep/i command. STRIRNRCV will start the PoweRep/i product.
Recommended is to create your own subsystem and job queue.

Note: Important parameter for start the replication tool: parameter Leave replication should be set to 1.
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11. That's all.

The distribution of the PoweRep/i product includes the subsystem definition RCVRMTJRN.
The job will be started automatically in subsystem RCVRMTJRN in the job queue RCVRMTJRN, if it is
specified.You can check, that the application is running.

The application automatically creates the name of the job RCVIJRN_TST. The name of the instance is
unique. Only one active job with this name is allowed.

Convention naming for the job is RCVJRN_TST, where RCVJRN specifies the identification for the job
name.

TST specifies the instance name.

Finally. See the library XTEST_REP to find replicated data.

Yes, you can also read the reporting information from the command JRNREP distributed in the
PoweRep/i product library RCVRMTJRN. See the following chapters:

PoweRepl/i - The reporting

PoweRep/i - The advanced reporting overview command JRNREP
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This publication has been developed by ASSIST spol. s r.0. For more information do not hesitate to
contact us:

ASSIST spol. s r.o.
Klanovicka 485/43
198 00 Praha 9
Czech Republic

Phone No: +420 281 868 750

E-mail: assist@assist.cz
Web: www.assist.cz
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